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'macija dijagram

®* Napadi / Upadi

* Bezbjednost informacionog sistema







J : %\) BEZBJEDNOST INFORMACIONOG SISTEMA




S Enkfipcuq Aplikacija

®* Mreznog saobracaja
® File-ova i Folder-a

®* Mail-ova




PhoenixBI0S Setup Utility =




————

Enter Primary Master HDD User Passuord

[

BitLocker

Enter the password to unlock this drive

| Pressthe Insert key to see the password as you type.

BitLocker (G:)
Enter password to unlock this drive.

]

Fewer options

Automatically unlock on this PC




HTTP(S) 1 Forwarding Firewall | |

Internal
0 ‘ HTTP Proxy
Application |
=Sl Contral ==L |SSL Interception
_—_— |

Firewall
35L Interception

SITE 1 SITE 2

Network Network

10.10.10.0/24 FEOQ/O FEO/0 20.20.20.0/24
10.10.10.1 20.20.20.1

Internet

IPSec
Encrypted Tunne

FEON FEOM
Public IP: 1.1.11 Public IP: 1.1.1.2

SOL/WEE Server
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ENKRIPCIJA FILE-OVA | FOLDER-A

® Postoje razni programi

Public Key Cryptography

keys are different but
mathematically linked

Bob's 4 Bob's
Bob, Public Key PIQ6NzOKW Private Key Bob,

Stop trying CXSLO3zta+ Stop trying
to make h soRTuwl/710 h to make
fetch happen. ﬁ Q7gzwylBuy ﬁ fetch happen.
- Alice CYBn - Alice

S/ S Encrypt ' & Decrypt

plaintext ciphertext plaintext

®* Najpoznatiji programi su:
® PGP - Endpoint Encription

® RMS — AD integracija puno detaljniji
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ENKRIPCIJA MAIL SAOBRACAJA

®* Mail software-i:
* PGP
®* RMS

®* Mail HW apliance:
® FortiMail

® Cisco Iron port

Encryption Process

g = -
() 5z 0[] G5

Raw File Encrypted Email
File or FTP

Decryption Process

n /FﬁiateKey
D-El @ 5 E]

Email Encrypted Raw File
or FTP File
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akonske,

ja rizikom

organizacije koja uvodi

a r’niqciia do kojih zaposleni dolaze
prilikom obavljanja svakodnevnih poslovnih aktivnosti










